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Introduction 

 

Our vision for digital technologies statement has been created to help us visualise 
how our school will use digital technologies now and in the future. 

The vision is based on three main areas, ‘The School Curriculum’, ‘Our Community’ 
and ‘Safeguarding’ as follows: 

Our digital technologies vision in summary: 

1. To improve students’ achievement by using digital technologies in new and 
creative ways, encouraging variety in the way the curriculum is delivered to 
inspire and challenge our students.  Also to encourage innovation and 
efficiency in the way that our teachers approach the planning of their lessons, 
To encourage independence and responsibility in our students and ensure 
that they are effective, efficient and critical users of digital technology. 
 

2. To maximise the efficiency of the educational experience that we provide.  To 
use digital technologies to help parents to connect with the learning occurring 
in school and the achievement of their children.  To form strong links as a 
learning community by ensuring that we provide a window on the life of the 
school through digital technologies. 
 

3. To safeguard our students’ interests and protect them by ensuring we are 
always mindful of the effects of developing digital technologies within our 
school.  To ensure that safeguarding considerations are central to the 
development of infrastructure and work of the educational technologies team, 
and in the minds of teachers when planning lessons.  Develop the 
responsibility of our students to be safe users of digital technology. 
 

4. To “prepare tomorrows citizens today” by teaching our students how to keep 
safe online by protection themselves and others by taking responsible actions 

  



Digital Technologies Policy Page 3 
 

Educational Technology Department 

 

It is important to recognise that at Simon Balle we are fulfilling our aim to be one of 
the leading schools in technology. We want to be at the forefront of technological 
developments but at the same time it is important for us to ensure that e-safety and 
safeguarding are taking a primary role; therefore it is clear that our office is no longer 
only here to offer technical support. We want to help educate and improve, which will 
in turn instil a strong technological presence across all departments. 

As a result of this I would like to introduce you to the Educational Technology 
Department: 

Mr Goodwin – Director of Educational Technology 

Mr Newland – Senior Technician & Outreach Coordinator 

The school’s connectivity service is provided by RM in conjunction with Herts Grid for 
learning. This system is designed for schools and not only provides fast reliable 
connections but ensures an effective filtering and reporting system is in place that is 
monitored by the EduTech team 

We want people to feel that we are not only here to solve technology issues but also 
to help students and staff within Simon Balle community to develop their skills 
around technology so that they are in a better environment to educate and learn. 

Following the school’s vision closely, we believe that it is important to have a clear 
mission statement for our team: 

  

“To empower our students & staff with the ability to interact with all types of 
technology so they are able to explore and learn within & beyond the 

classroom” 
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eSafety  

Roles and Responsibilities 
As eSafety is an important aspect of strategic leadership within the school, the Head 
and governors have ultimate responsibility to ensure that the policy and practices are 
embedded and monitored.  The named eSafety co-ordinator in this school is Leon 
Brown who has been designated this role as a member of the senior leadership 
team.  All members of the school community have been made aware of who holds 
this post.  It is the role of the eSafety co-ordinator to keep abreast of current issues 
and guidance through organisations such as HCC, Herts for Learning Ltd, CEOP 
(Child Exploitation and Online Protection) and Childnet. 

Senior Management and governors are updated by the Head/ eSafety co-ordinator 
and all governors have an understanding of the issues and strategies at our school 
in relation to local and national guidelines and advice. 

Students are able to reach out to peers through the EduTech Ambassadors to 
discuss the positives and negatives of being online and how to ensure they are being 
safe. 

This policy, supported by the school’s acceptable use agreements for staff, 
governors, visitors and students, is to protect the interests and safety of the whole 
school community.  It is linked to the following mandatory school policies: child 
protection, health and safety, home–school agreements, and behaviour/student 
discipline (including the anti-bullying) policy and PHSEE.  

 

eSafety in the Curriculum 
Online safety is embedded within our curriculum. The school provides a 
comprehensive curriculum for online safety which enables pupils to become 
informed, safe and responsible. This includes teaching to prevent radicalisation, 
for which staff provide a narrative to counter extremism. 

 

The curriculum is flexible and can respond to any immediate online safety issues 
and risks as they emerge. 

 

It is necessary for pupils to develop skills of critical awareness, digital resilience 
and good online citizenship to enable them to use internet, mobile and digital 
technologies safely and responsibly.  Pupils are taught to recognise the creative, 
collaborative, cultural, economic and educational opportunities provided by the 
internet, mobile and digital technologies. Curriculum work will also include: 

• Understanding how to use the internet, mobile and digital technologies in 
a balanced and appropriate way to avoid negative impact on wellbeing, 
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e.g. regulated screen time and diverse online activity 

• Learning how to develop a positive online reputation and enhance future 
opportunities e.g. in relationships and employment 

• Developing critical thinking skills in relation to online content e.g. recognising 
fake news and extremism, understanding commercial manipulation, 
maintaining an authentic sense of self that is resilient to online pressure, 
learning how easy it is to lie online (i.e. users may not be who they say they 
are and may have ulterior motives) 

• Understanding the dangers of giving out personal details online (e.g. full 
name, address, mobile/home phone numbers, school details, IM/email 
address) and the importance of maintaining maximum privacy online 

• Thinking carefully before placing images online and considering their 
appropriateness and understanding the importance of gaining consent 
before posting photographs of others 

• Understanding the permanency of all online postings and conversations 

• Understanding relevant legislation, including copyright, and the importance 
of respecting other people’s information, reputation and images 

• What constitutes cyberbullying, how to avoid it, the impact it has and how to 
access help.  

• The school teaches internet safety skills throughout the curriculum and in 
particular within PHSEE and within IT lessons.  Within this, all students are 
taught and also reminded of their responsibility to keep safe on line at all 
times.  

• Students are taught about copyright, respecting other people’s information, 
safe use of images and other important areas through discussion, modeling 
and appropriate activities 

• Within the context of keeping themselves safe, students are aware of the 
impact of Cyberbullying and know how to seek help if they are affected by 
any form of online bullying.  They are also aware of where to seek advice or 
help if they experience problems whe using the internet and related 
technologies; i.e. parent/ carer, teacher/ trusted staff member, or an 
organisation such as Childline or the ‘CEOP report abuse’ button 

• At Simon Balle students are taught to critically evaluate materials in the 
curriculum 

 

eSafety Skills Development for Staff 
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• All staff and Governors at Simon Balle staff receive regular information and 
training on eSafety and how they can promote the ‘Stay Safe’ online 
messages.  This is done through briefings and online training courses.) 

•  As part of their induction, new staff and Governors receive information on 
the school’s acceptable use policy.  

• All staff have been made aware of their individual responsibilities relating to 
the safeguarding of children within the context of eSafety and know what to 
do in the event of misuse of technology by any member of the school 
community (see DSP / Deputy DSP)  

• All teaching staff are encouraged to incorporate eSafety activities and 
awareness within their curriculum areas and ensure they are adequately 
informed with up-to-date areas of concern. 

 

Managing the School eSafety Messages 
 

• We endeavour to embed eSafety messages across the curriculum whenever 
the internet and/or related technologies are used 

• The eSafety policy will be introduced to the students at the start of each 
school year and their responsibilities re-visited 

• The key eSafety advice will be promoted widely through school displays, 
newsletters, class activities and so on 

• We will promote e-safety within assemblies and our SMSC framework linking 
this with wider issues such as anti bullying and our equalities work.  

• We will record and monitor all incidents.  

Any security breaches or attempts, loss of equipment and any unauthorised use or 
suspected misuse of ICT must be immediately reported to the school’s relevant 
responsible person or eSafety Co-ordinator. Additionally, all security breaches, 
lost/stolen equipment or data (including remote access SecureID tokens and PINs), 
virus notifications, unsolicited emails, misuse or unauthorised use of ICT and all 
other policy non-compliance must be reported to your Information Asset Owner. 
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Students with Additional Needs 
The school endeavours to create a consistent message with parents/carers for all 
students and this in turn should aid establishment and future development of the 
schools’ eSafety rules. 

However, staff are aware that some students may require additional support or 
teaching including reminders, prompts and further explanation to reinforce their 
existing knowledge and understanding of eSafety issues.   

Where a student has poor social understanding, careful consideration is given to 
group interactions when raising awareness of eSafety.  Internet activities are 
planned and well managed for these children and young people. 
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Parental Involvement 
We believe that it is essential for parents/carers to be fully involved with promoting 
eSafety both in and outside of school and to be aware of their responsibilities.   We 
regularly consult and discuss eSafety with parents/ carers and seek to promote a 
wide understanding of the benefits of new technologies, together with the associated 
risks. 

• The school esafety policy is continually reviewed and developed by various 
working parties within the school to ensure the policy remains up to date, 
current and relevant 

• Parents/carers are asked to read through and sign acceptable use 
agreements on behalf of their child on admission to the school 

• Parents/carers are required to make a decision as to whether they consent 
to images of their child being taken and used in the public domain (e.g., on 
school website) 

• The school disseminates information to parents relating to eSafety where 
appropriate in the form of;  

o Transition evenings 
o Information evenings 
o Practical training sessions e.g. current eSafety issues 
o Posters 
o School website information 
o Newsletter items 
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eSafety records, monitoring and review 
The school recognises the need to record online safety incidents and to monitor 
and review policies and procedures regularly in order to ensure they are effective 
and that the risks to pupils and staff are minimised. 

All breaches of eSafety must be reported and all reported incidents will be 
logged. All staff have the individual responsibility to ensure that incidents have 
been correctly recorded, acted upon and reported.  Online safety incidents 
should be reported to Leon Brown (DSP) 

The school supports pupils and staff who have been affected by a policy breach. 
Where there is inappropriate or illegal use of internet, mobile and digital 
technologies, this will be dealt with under the school’s behaviour and disciplinary 
policies as appropriate.  Breaches may also lead to criminal or civil proceedings.  
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Email 
The use of email within most schools is an essential means of communication for 
both staff and students. In the context of school, email should not be considered 
private.  Educationally, email can offer significant benefits including; direct written 
contact between schools on different projects, be they staff based or student based, 
within school or international. We recognise that students need to understand how to 
style an email in relation to their age and how to behave responsible online.  

Staff and governors should use a school email account or Governor Hub for all 
official communication to ensure that children are protected through the traceability 
of all emails through the school email system.  In addition, it is important that 
governors are protected against possible allegations of inappropriate contact with 
children.  This is to help mitigate the chance of issues occurring and is an essential 
element of the safeguarding agenda. 

 

Managing email 
 

• The school gives all staff, governors and students their own email account to 
use for all school business as a work based tool This is to protect, minimise 
the risk of receiving unsolicited or malicious emails and avoids the risk of 
personal profile information being revealed 

• Only approved school email accounts may be used for communications 
between members of the school community and for emails from the school 
to parents, outside agencies, etc.  Staff and students should never use 
personal email accounts for communication. 

• It is the responsibility of each account holder to keep the password secure.  
For the safety and security of users and recipients, all mail is filtered and 
logged; if necessary email histories can be traced. The school email account 
should be the account that is used for all school business 

• Under no circumstances should staff contact students, parents or conduct 
any school business using personal email addresses 

• Automated email forwarding to a personal email account is forbidden. 

• All emails should be written and checked carefully before sending, in the 
same way as a letter written on school headed paper 
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• Students should be taught about the dangers involved in email 
communications. They should be taught: 

 Not to reveal personal details about themselves or others in email or digital 
communication. This will generally include full names, addresses, mobile 
or landline phone numbers, school name, IM (instant messenger) address, 
e-mail address, names of friends, specific interests and clubs etc. 

 Never to arrange to meet someone they have ‘met’ via email / online 
without appropriate safeguarding measures (e.g. the presence of a parent 
or responsible adult).  

 That online communications are ‘real’ and as such require the same 
respect for others as face-to-face interactions. 

 Spam emails, for example inappropriate emails to groups of students, 
should not be sent using the school email system. 

• Emails created or received as part of your school job will be subject to 
disclosure in response to a request for information under the Freedom of 
Information Act 2000. You must therefore actively manage your email 
account 

• The forwarding of chain emails is not permitted in school.  All incidents of 
chain emails should be reported immediately to the Educational Technology 
Department 

• All email users are expected to adhere to the generally accepted rules of 
responsible online behaviour particularly in relation to the use of appropriate 
language and not revealing any personal details about themselves or others 
in email communication, or arrange to meet anyone without specific 
permission, virus checking attachments 

• Students must immediately tell a teacher if they receive an offensive or 
upsetting email 

• Staff must inform the Educational Technology Department if they receive an 
offensive email 

• Students are introduced to email as part of the Computing Programme of 
Study  
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Sending emails 
 

• Whenever staff or students send emails to organisations or persons outside 
of the school, these should be written as formal documents, using 
appropriate email/letter writing conventions. 

• Use your own school email account so that you are clearly identified as the 
originator of a message 

• Keep the number and relevance of email recipients, particularly those being 
copied, to the minimum necessary and appropriate 

• Do not send or forward attachments unnecessarily. Whenever possible, 
send the location path to the shared drive rather than sending attachments  

• School email is not to be used for personal advertising  

• Users must not send emails which are offensive, embarrassing or upsetting 
to anyone (i.e. cyberbullying) 

 

Receiving emails 
 

• Check your email regularly, ideally daily during a school week 

• Activate your ‘out-of-office’ notification when away for extended periods 

• Staff, governors and pupils should not open emails or attachments from 
suspect sources and should report their receipt to the Educational 
Technology Department. 

• Do not use the email systems to store attachments. Detach and save 
business related work to the appropriate shared drive/folder 

• The automatic forwarding and deletion of emails is not allowed 



Digital Technologies Policy Page 13 
 

Visiting online sites and downloading 

• Staff must preview sites, software and apps before their use in school or 
before recommending them to pupils.  Before using any online service that 
requires user accounts to be created or the sharing of any personal data, 
staff must consult with the Data Protection Officer with details of the 
site/service.  If internet research is set for homework, specific sites will be 
suggested that have previously been checked by the teacher.  All users must 
observe copyright of materials from electronic sources. 

• Staff must only use pre-approved systems if creating blogs, wikis or other 
online areas in order to communicate with pupils/ families. 

• When working with pupils searching for images should be done through 
Google Safe Search (standard through the HICS service), Google Advanced 
Search or a similar application that provides greater safety than a standard 
search engine. 

 

Users Must Not 
 

Visit internet sites, make, post, download, upload or pass on, material, remarks, 
proposals or comments that contain or relate to: 

• Indecent images of children actually or apparently under the age of 18 or 
images of child abuse (i.e. images of children, digital or cartoons, involved in 
sexual activity or posed to be sexually provocative)  

• Indecent images of vulnerable people over the age of 18 (i.e. images of 
vulnerable people, digital or cartoons involved in sexual activity or posed to be 
sexually provocative) 

• Adult material that breaches the Obscene Publications Act in the UK 

• Promoting discrimination of any kind in relation to the protected characteristics: 
gender identity and reassignment, gender/sex, pregnancy and maternity, race, 
religion, sexual orientation, age and marital status 

• Promoting hatred against any individual or group from the protected 
characteristics above 

• Promoting illegal acts including physical or sexual abuse of children or adults, 
violence, bomb making, drug and alcohol abuse and software piracy 

• Any material that may bring the school or any individual within it into 
disrepute e.g. promotion of violence, gambling, libel and disrespect 
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Users Must Not 
 

• Reveal or publicise confidential or proprietary information 

• Intentionally interfere with the normal operation of the internet connection, 
including the propagation of computer viruses 

• Transmit unsolicited commercial or advertising material either to other users, 
or to organisations connected to other networks except where permission 
has been given to the school 

• Use the school's hardware and Wi-Fi facilities for running a private business 

• Intimidate, threaten or cause harm to others 

• Access or interfere in any way with other users' accounts  

• Use software or hardware that has been prohibited by the school  

 

Where the school provides a laptop for staff, only this device may be used to conduct 
school business outside of school. 

All breaches of prohibited behaviours detailed above will be investigated, where 
appropriate, in liaison with the police. 

The school recognises that in certain planned curricular activities, access to 
controversial and/or offensive online content may be beneficial for educational use. 
In such circumstances, there is an expectation that access is pre-planned, risk 
assessed and recorded, and permission given by the Educational Technology 
Department.   
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Use of personal mobile devices (including phones) 

The school allows staff, including temporary and peripatetic staff, and visitors to use 
personal mobile phones and devices only in designated areas and never in the 
presence of pupils. Under no circumstance does the school allow a member of staff 
to contact a pupil or parent/carer using their personal device.  

Parents/carers may only use personal mobile phones and devices in designated 
areas unless otherwise informed, e.g. for specific events and activities. Under no 
circumstance should images be taken at any time on school premises or on off-site 
school events and activities of anyone other than their own child.  When a 
parent/carer is on school premises but not in a designated area, their phone/s must 
be switched off and out of sight.  

Pupils are allowed to bring personal mobile devices/phones to school but must not 
use them for personal purposes within lesson time.  In lesson times all such devices 
must be switched off. Under no circumstance should pupils use their personal mobile 
devices/phones to take images of  

• any other pupil unless they and their parents have given agreement in 
advance 

• any member of staff  

The school is not responsible for the loss, damage or theft on school premises of any 
personal mobile device. 

Users bringing personal devices into school must ensure there is no inappropriate or 
illegal content on the device. 

Personal mobiles must never be used to access school emails and data.  
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Passwords and Password Security 

Passwords  
 

• Always use your own personal passwords  

• Make sure you enter your personal passwords each time you logon. Do not 
include passwords in any automated logon procedures 

• Staff and students should change temporary passwords at first logon 

• Change passwords whenever there is any indication of possible system or 
password compromise 

• Do not record passwords or encryption keys on paper or in an unprotected 
file 

• Only disclose your personal password to authorised Educational 
Technology Staff when necessary, and never to anyone else. Ensure 
that all personal passwords that have been disclosed are changed once the 
requirement is finished 

• Never tell a child or colleague your password 

• If you aware of a breach of security with your password or account inform 
Director Of Educational Technology immediately 

• Passwords must contain a minimum of six characters 

• Passwords should contain at least one upper letter, one lowercase 
letter, and at least one number or symbol 

 

Password Security 
 

Password security is essential for staff, particularly as they are able to access and 
use pupil data. Staff are expected to have secure passwords which are not shared 
with anyone. The pupils are expected to keep their passwords private and not to 
share with others, particularly their friends. Staff and pupils are regularly reminded of 
the need for password security. 

• All users read and electronically accept an Acceptable Use Agreement to 
demonstrate that they have understood the school’s Digital Technologies 
Policy 

• Users are provided with an individual network, email, learning platform and 
Management Information System log-in username. From Year 7 they are 
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also expected to use a personal password and keep it private 

• Students are not permitted to deliberately access on-line materials or files on 
the school network or local storage devices of their peers, teachers or others 

• Staff are aware of their individual responsibilities to protect the security and 
confidentiality of the school networks, MIS systems and/or learning platform, 
including ensuring that passwords are not shared and are changed 
periodically.  Individual staff users must also make sure that workstations are 
not left unattended and are locked. 

Zombie Accounts 
 

Zombie accounts refers to accounts belonging to all users who have left the school 
and therefore no longer have authorised access to the school’s systems. Such 
Zombie accounts when left active can cause a security threat by allowing 
unauthorised access. 

• Ensure that all user accounts are disabled once the member of the school 
has left  

• Prompt action on disabling accounts will prevent unauthorized access  

• Regularly change generic passwords to avoid unauthorised access 
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Personal or Sensitive Information 

Protecting Personal or Sensitive Information 
 

• Ensure that any school information accessed from your own PC or 
removable media equipment is kept secure, and remove any portable media 
from computers when not attended.  

• Ensure you lock your screen before moving away from your computer during 
your  normal working day to prevent unauthorised access 

• Ensure the accuracy of any personal or sensitive information you disclose or 
share with others 

• Ensure that personal, sensitive, confidential or classified information is not 
disclosed to any unauthorised person 

• No sensitive personal information or personal contact details will be 
published on the school’s website. The school address, emails and main 
telephone number should be the only contact information available to 
website visitors. 

• Ensure the security of any personal or sensitive information contained in 
documents you fax, copy, scan or print. This is particularly important when 
using shared photocopiers  

• Only download personal data from systems if expressly authorised to do so 
by your manager 

• You must not post on the internet personal or sensitive information, or 
disseminate such information in any way that may compromise its intended 
restricted audience 

• Keep your screen display out of direct view of any third parties when you are 
accessing personal, sensitive, confidential or classified information 

• Ensure hard copies of data are securely stored and disposed of after use in 
accordance with the document labeling 

• Personal data will be recorded, processed, transferred and made available 
according to the General Data Protection Regulation. 
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Safe Use of Images 

Taking of Images and Film 
It has never been easier to take a digital image and this can be a great tool for 
teaching and learning. Indeed the vast majority of people who take or view 
photographs or videos of children do so for entirely innocent and understandable and 
acceptable reasons. However capturing images can be abused and we at Simon 
Balle must ensure that every member of our school community is safe. To protect 
children and staff we will: 

• Consult with parents (on behalf of students) and staff, to allow us to take 
images by staff and pupils with school equipment 

• Ensure that if images are taken students will be appropriately and smartly 
dressed 

• Staff are not permitted to use personal digital equipment, such as mobile 
phones and cameras, to record images of pupils, this includes when on field 
trips. However with the express permission of the Headteacher, images can 
be taken provided they are transferred immediately and solely to the school’s 
network and deleted from the staff device 

• Staff are not permitted to use personal digital equipment, including mobile 
phones and cameras, to record images of students, staff and others without 
advance permission from the Headteacher 

• Students and staff must have permission from the Headteacher (managed 
by the website Co-ordinator) before  any image can be uploaded for 
publication 

• Allow visitors or our own staff to take an image of a display, piece of 
equipment or resource but we will try to ensure that students are not in the 
image. 

• All school events and productions will be recorded/photographed in house. 
As a result, parents will not be allowed to take photographs 

• In the Early Years Foundation Stage (Reception) we will take photographs of 
the children for assessment purposes. These will be logged either in their 
Learning Journal (paper version) or used in Tapestry, a confidential online 
Learning Journal that can be viewed by the child’s family. Sometimes 
multiple children may be in the same photograph and therefore, can be 
viewed by other families.  
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Publishing Students’ Images and Work 
On a child’s entry to the school, all parents/carers will be asked to give permission to 
use their child's work/photos in the following ways: 

• on the school web site 

• in the school prospectus and other printed publications that the school may 
produce for promotional purposes 

• recorded/ transmitted on a video or webcam 

• in display material that may be used in the school’s communal areas 

• in display material that may be used in external areas, i.e. exhibition 
promoting the school 

• general media appearances, e.g. local/ national media/ press releases sent 
to the press highlighting an activity (sent using traditional methods or 
electronically) 

This consent form is considered valid for the entire period that the child attends this 
school unless there is a change in the child’s circumstances where consent could be 
an issue, e.g. divorce of parents, custody issues, etc. 

Parents or carers may withdraw permission, in writing, at any time.  Consent must 
also be given in writing and will be kept on record by the school. 

Students’ names will not be published alongside their image and vice versa.  Email 
and postal addresses of students will not be published.  Students’ full names will not 
be published. 

 

Storage of Images  
 

Photographs and videos provide valuable evidence of pupils’ achievement and 
progress in a variety of contexts and can be used to celebrate the work of the 
school.  In line with GDPR they are used only with the written consent of 
parents/carers which is secured in the first instance on a child’s entry to the 
school. Records are kept on file and consent can be changed by parents/carers at 
any time. (See GDPR policy for greater clarification). 

 

Photographs and images of pupils are only stored on the school’s agreed secure 
networks which include some cloud based services.  Rights of access to stored 
images are restricted to a limited range of staff.  Staff and pupils may have 
temporary access to photographs taken during a class session, but these will be 
transferred/deleted promptly. 
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Parents/carers should note that there may be some children who are at risk and 
must not have their image put online and others who do not want their image 
online.  For these reasons parents/carers must follow the school’s Acceptable Use 
Agreement and refrain from taking or posting online photographs of any member 
of the school community, other than their own child/ren. 

 

Staff and other professionals working with pupils, must only use school equipment 
to record images of pupils whether on or off site. See also GDPR.  Permission to 
use images of all staff who work at the school is sought on induction and a written 
record is located in the personnel file. 
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Webcams and Surveillance Cameras  
 

• The school uses surveillance cameras for security and safety.  The only 
people with access to this are the Educational Technology Department & 
Site Manager. Notification of camera use is displayed at the front of the 
school.  

• We do not use publicly accessible webcams in school 

• Webcams will not be used for broadcast on the internet without prior parental 
consent  
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Data Security 
Data Protection: key responsibilities for School Heads and Governors 

The accessing and appropriate use of school data is taken very seriously. HCC 
guidance documents can be found at: 

http://www.thegrid.org.uk/info/dataprotection/index.shtml#data 

 

Security  
 

• The school gives relevant staff access to its Management Information 
System, with a unique username and password 

• It is the responsibility of everyone to keep passwords secure 

• Staff are aware of their responsibility when accessing school data 

• Staff have been issued with the relevant guidance documents and the Policy 
for ICT Acceptable Use 

• Staff must keep all school related data secure. This includes all personal, 
sensitive, confidential or classified data 

• Staff should avoid leaving any portable or mobile ICT equipment or 
removable storage media in unattended vehicles. Where this is not possible, 
keep it locked out of sight 

• Staff should always carry portable and mobile ICT equipment or removable 
media as hand luggage, and keep it under your control at all times 

• It is the responsibility of individual staff to ensure the security of any personal 
or sensitive information contained in documents faxed, copied, scanned or 
printed. This is particularly important when shared mopiers (multi-function 
print, fax, scan and copiers) are used 

• Anyone sending a confidential or sensitive fax should notify the recipient 
before it is sent 

 

http://www.thegrid.org.uk/info/dataprotection/index.shtml#data
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School ICT Equipment including Portable & Mobile ICT 
Equipment & Removable Media 

School ICT Equipment  
 

• As a user of the school  ICT equipment, you are responsible for your activity  

• It is recommended that schools log ICT equipment issued to staff and 
students, and record serial numbers as part of the school’s inventory 

• Do not attempt unauthorised access or make unauthorised modifications to 
computer equipment, programs, files or data. This is an offence under the 
Computer Misuse Act 1990 

• It is imperative that you save your data on a frequent basis to the school’s 
network and cloud storage. You are responsible for the backup and 
restoration of any of your data that is not held on the school’s network  

• Personal or sensitive data should not be stored on the local drives of 
desktop PC, laptop, USB memory stick or other portable device. If it is 
necessary to do so the local drive must be encrypted 

• A time locking screensaver is applied to all machines. Any device accessing 
personal data must have a locking screensaver as must any user profiles 

• On termination of employment, resignation or transfer, return all ICT 
equipment to the Educational Technology Department. You must also 
provide details of all your system logons so that they can be disabled 

• It is your responsibility to ensure that any information accessed from your 
own PC or removable media equipment is kept secure, and that no personal, 
sensitive, confidential or classified information is disclosed to any 
unauthorised person  

• All redundant ICT equipment is disposed of in accordance with Waste 
Electrical and Electronic Equipment (WEEE) directive and General Data 
Protection Regulation (GDPR) 
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Disposal of Redundant ICT Equipment Policy  
• All redundant ICT equipment will be disposed of through an authorised 

agency, currently carried out by PRM Green Technologies Ltd.  

• The agency disposing of ICT equipment ( currently PRM Green 
Technologies Ltd) will provide a written receipt for items including 
acceptance of responsibility for the destruction of any personal data 

• All redundant ICT equipment, destroyed in house, which may have held 
personal data will have the storage media over written multiple times to 
ensure the data is irretrievably destroyed. Or if the storage media has failed 
it will be physically destroyed.  

• Disposal of any ICT equipment will conform to: 

The Waste Electrical and Electronic Equipment Regulations 2006 

The Waste Electrical and Electronic Equipment (Amendment) Regulations 2007 

http://www.environment-agency.gov.uk/business/topics/waste/32084.aspx 

http://www.opsi.gov.uk/si/si2006/uksi_20063289_en.pdf  

http://www.opsi.gov.uk/si/si2007/pdf/uksi_20073454_en.pdf?lang=_e 

• The school will maintain a comprehensive inventory of all its ICT equipment 
up to the point of disposal  

• Disposed ICT equipment certificates will be managed by a member of the 
Educational Technology Department, and will be available for reference 
whenever required 

• Any redundant ICT equipment being considered for sale / gift will have been 
subject to a recent electrical safety check and hold a valid PAT certificate 

  

http://www.environment-agency.gov.uk/business/topics/waste/32084.aspx
http://www.opsi.gov.uk/si/si2006/uksi_20063289_en.pdf
http://www.opsi.gov.uk/si/si2007/pdf/uksi_20073454_en.pdf?lang=_e
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Computer Viruses  
• All files downloaded from the Internet, received via email or on removable 

media such as a memory stick must be checked for any viruses using school 
provided anti-virus software before being used. 

• Never interfere with any anti-virus software installed on school ICT 
equipment. 

• If your machine is not routinely connected to the school network, you must 
make provision for regular virus updates through your IT team. 

• If you suspect there may be a virus on any school ICT equipment, stop using 
the equipment and contact the Educational Technology Department 
immediately. 
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Servers 
 

The Educational Technology Department will ensure that servers are: 

 Kept in a locked and secure environment 

 Only accessed by Educational Technology Department staff 

 Always password protected 

 

• All Simon Balle servers will have security software installed appropriate to 
the  machine’s specification 

• All Data will be backed up regularly  

• Backup tapes/discs are securely stored in a fireproof container 

• Back up media stored off-site will always be kept secure 
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Remote Access 
• You are responsible for all activity via your remote access facility  

• Only use equipment with an appropriate level of security for remote access 

• To prevent unauthorised access to school systems, keep all dial-up access 
information such as telephone numbers, logon IDs and PINs confidential and 
do not disclose them to anyone 

• Select PINs to ensure that they are not easily guessed, e.g. do not use your 
house or telephone number or choose consecutive or repeated numbers  

• Avoid writing down or otherwise recording any network access information. 
Any such information that is written down must be kept in a secure place and 
disguised so that no other person will be able to identify what it is 

• Protect school information and data at all times, including any printed 
material produced while using the remote access facility. Take particular 
care when access is from a non-school environment 

  



Digital Technologies Policy Page 29 
 

Telephone Services 
 

• School telephones are provided specifically for school business purposes 

• Be aware that the laws of slander apply to telephone calls. Whilst a 
telephone call may seem to have a temporary and private existence it still 
qualifies as admissible evidence in slander law cases 

• Ensure that you are available to take any pre-planned incoming telephone 
calls  
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Staff Professional Responsibilities 
The HSCB eSafety subgroup group have produced a clear summary of 
professional responsibilities related to the use of ICT which has been 
endorsed by unions. To download visit  

http://www.thegrid.org.uk/eservices/safety/policies.shtml 

 

  

http://www.thegrid.org.uk/eservices/safety/policies.shtml
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Acceptable Use 
Policies and 
Appendices 
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Online Safety Acceptable Use Agreement - Staff* and 
Governors 

*including student teachers who are members of staff 

 

You must read this agreement in conjunction with the digital technologies policy and 
the GDPR documentation.  Once you have read these, you must sign and submit 
this agreement and it will be kept on record in the school. You should retain your 
own copy for reference. This forms part of your professional and safeguarding 
responsibilities.  

Internet, mobile and digital technologies are part of our daily working life and this 
agreement is designed to ensure that all staff and governors are aware of their 
responsibilities in relation to their use.  All staff and governors are expected to 
adhere to this agreement and to the online safety policy.  Any concerns or 
clarification should be discussed with the Educational Technology department. 
Breaches will be investigated, recorded and, where appropriate, disciplinary 
procedures will apply and police involvement will be sought. 

 

Internet Access  

I will not access or attempt to access any sites that contain any of the following: child 
abuse; pornography; discrimination of any kind; promotion of prejudice against any 
group; promotion of illegal acts; any other information which may be illegal or 
offensive.  Inadvertent access on school equipment must be treated as a concern 
and should be reported to the DSP / Deputy DSP and a record of concern form 
completed.  

 

Online conduct 

I will ensure that my online activity, both in and outside school, will not bring the 
school, my professional reputation, or that of others, into disrepute.  

I will not browse, download, upload or distribute any material that could be 
considered offensive, illegal or discriminatory.  Exceptionally, use of controversial 
material as part of the curriculum should be planned and approved on every 
occasion (see policy).   

I will report any accidental access to or receipt of inappropriate materials or filtering 
breach to the Educational Technology department. 
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I understand that all my use of the internet and other related technologies can be 
traced and monitored and, should it be required, must be made available to my line 
manager, headteacher and others as required. 

I will not give out my personal contact and online account information such as phone 
numbers, email address, and social media account details to pupils and/or 
parents/carers. 

 

Social networking 

I understand the need to separate my professional role from my private friendships; 
in my professional capacity I will not become ‘friends’ with parents/carers or pupils 
on social networks. Where my school role is my only connection to an individual, 
private online contact is unacceptable with parents/carers or pupils.  

When using social networking for personal use I will ensure my settings are not 
public. My private account postings will never undermine or disparage the school, its 
staff, governors, parents/carers or pupils. Privileged information must remain 
confidential.   

I will not upload any material about or references to the school or its community on 
my personal social networks.  

 

Passwords 

I understand that there is no occasion when a password should be shared, except 
for exceptional circumstances when working in conjunction with the Educational 
Technology department. 

 

Data protection  

I will follow requirements for data protection as outlined in GDPR documentation. 
These include:  

Photographs must be kept securely and used appropriately, whether in school, taken 
off the school premises or accessed remotely 

Personal data can only be taken out of school or accessed remotely when 
authorised by the headteacher or governing body 

Personal or sensitive data taken off site must be encrypted 
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Images and videos 

I will only upload images or videos of staff, pupils or parents/carers onto school 
approved sites where specific permission has been granted.  

I will not take images, sound recordings or videos of school events or activities on 
any personal device. 

 

Use of email 

I will use my school email address or governor hub for all school business.  All such 
correspondence must be kept professional and is open to Subject Access Requests 
under the Freedom of Information Act.  I will not use my school email addresses or 
governor hub for personal matters or non-school business.  

 

Use of personal devices 

I understand that as a member of staff I should at no time put myself in a position 
where a safeguarding allegation can be made against me as a result of my use of 
personal devices. I understand that the use of personal devices in school is at the 
discretion of the headteacher.  

I will only use approved personal devices in designated areas and never in front of 
pupils.  

I will not access secure school information from personal devices (see policy). 

 

Additional hardware/software 

I will not install any hardware or software on school equipment without permission of 
Educational Technology Department. 

 

Promoting online safety 

I understand that online safety is the responsibility of all staff and governors and I will 
promote positive online safety messages at all times including when setting 
homework or providing pastoral support.  

I understand that it is my duty to support a whole school safeguarding approach and 
will report any inappropriate or concerning behaviour (of other staff, governors, 
visitors, pupils or parents/carers) to the DSP/Deputy DSP. 
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Classroom management of internet access 

I will pre-check for appropriateness all internet sites used in the classroom; this will 
include the acceptability of other material visible, however briefly, on the site.  I will 
not free-surf the internet in front of pupils. 

If I am using the internet to teach about controversial issues I will secure, on every 
occasion, approval in advance for the material I plan to use with the Educational 
Technology department. 

 

User signature 

I agree to follow this Acceptable Use Agreement and to support online safety 
throughout the school.  I understand this forms part of the terms and conditions set 
out in my contract of employment (staff members only) and/or my responsibilities as 
a governor.  

 

Signature …….………………….………… Date …………………… 

Full Name …………………………………......................................... (printed) 

Job title …………………………………………………………………… 
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Online Safety Acceptable Use Agreement - Peripatetic 
teachers/coaches, supply teachers, student teachers* and 
organisations using the school premises as a regular base 

*this agreement is applicable to student teachers not on the school staff 

 

 

Simon Balle All Through 

Online safety lead – Leon Brown 

Designated Safeguarding Person – Leon Brown  

This agreement forms part of your professional and safeguarding responsibility in the 
school.  You must read and sign this agreement.  This will be kept on record and you 
should retain your own copy for reference. 

Internet, mobile and digital technologies are part of our daily working life and this 
agreement is designed to ensure that all staff and governors are aware of their 
responsibilities in relation to their use. You are expected to adhere to this agreement.  
Any concerns or clarification should be discussed with the Educational Technology 
department. Breaches will be investigated, recorded and, where appropriate, 
disciplinary procedures will apply and police involvement will be sought. 

The school’s online safety policy will provide further detailed information as required. 

 

Internet Access – When provided by the school 

I will not access or attempt to access any sites that contain any of the following: child 
abuse; pornography; discrimination of any kind; promotion of prejudice against any 
group; promotion of illegal acts; any other information which may be illegal or 
offensive. Inadvertent access on school equipment must be treated as a concern 
and should be reported to the DSP / Deputy DSP and a record of concern form 
completed. 

 
Online conduct 
 
I will ensure that my online activity, both in and outside school, will not bring the 
school, my professional reputation, or that of others, into disrepute.  
 
I will not browse, download, upload or distribute any material that could be 
considered offensive, illegal or discriminatory.  Exceptionally, use of controversial 
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material as part of the curriculum should be planned and approved on every 
occasion (see policy).    

I will report any accidental access to or receipt of inappropriate materials or filtering 
breach to the Educational Technology department. 
 

I understand that all my use of the internet and other related technologies can be 
traced and monitored and, should it be required, must be made available to my line 
manager, headteacher and others as required. 

I will not give out my personal contact and online account information such as phone 
numbers, email address, and social media account details to pupils and/or 
parents/carers. 
 
Should I need to share my professional details, such as mobile phone number or 
email address, with parent/carers, this must be agreed in advance as an acceptable 
approach with schools DSP / Deputy DSP. 
 

Social networking 

I understand the need to separate my professional role from my private friendships; 
in my professional capacity I will not become ‘friends’ with parents/carers or pupils 
on social networks. Where my school role is my only connection to an individual, 
private online contact is unacceptable with parents/carers or pupils. 

Information can be shared with pupils over 13 and parents/carers through an 
organisational social network site/page e.g. on Facebook or Twitter, but never 
through a personal account or site. In my professional role in the school, I will never 
engage in 1-1 exchanges with pupils or parent/carers on personal social network 
sites. 

My private account postings will never undermine or disparage the school, its staff, 
governors, parents/carers or pupils.  Privileged information known as a result of my 
work in the school must remain confidential.    

I will not upload any material about or references to the school or its community on 
my personal social networks. 
 

Passwords 

I must clarify what access I may have to the internet and/or school systems.  If I have 
access of any kind, I understand that there is no occasion when a password should 
be shared with a pupil or anyone who is not a staff member.  

 

Data protection  
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I will follow all requirements for data protection explained to me by the school.  
These include:  

 

• I must consult with the school before making any recordings, photographs and 
videos. Once agreed, these must be made on a school device.  
 

• I understand that there are strict controls and requirements regarding the 
collection and use of personal data. I will follow all requirements regarding 
GDPR. 

 

Images and videos 

I will only upload images or videos of staff, pupils or parents/carers onto school 
approved sites where specific permission has been granted. 

I will not take images, sound recordings or videos of tuition or wider school activities 
on any personal device. School devices can be used for this purpose or, in the case 
of 1:1 tuition, pupil’s or parent/carer devices can be used, with parent/carer 
agreement. 

Internet, mobile and digital technologies provide helpful recording functions but these 
cannot be made on a teacher’s personal device.  Recordings can be made with the 
child’s and parent/carer’s agreement on a school device, an organisational device 
approved by the headteacher/DSL, or a young person’s or parent/carer’s own 
device.  

  

Use of Email 

I will use my professional or formal student email address for all school business.  All 
such correspondence should be kept professional and is open to Subject Access 
Requests under the Freedom of Information Act. I will not use my professional email 
addresses for personal matters. 

 

Use of personal devices 

I understand that when working in the school I should at no time put myself in a 
position where a safeguarding allegation can be made against me as a result of my 
use of personal devices. I understand that the use of personal devices in school is at 
the discretion of the headteacher.  

I will only use approved personal devices in designated areas and never in front of 
pupils. This therefore precludes use of specialist apps on personal devices.  A 
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school device could be used to access specialist apps that support pupil learning.  
Pupils can also be encouraged, but not required, to access such apps on their own 
devices if allowed by the school and with parent/carer agreement.  

 

Additional hardware/software 

I will not install any hardware or software on school equipment without permission of 
Educational Technology Department. 

 

Promoting online safety 

I understand that online safety is part of my responsibility and I will promote positive 
online safety messages at all times, including when setting homework, rehearsal or 
skill practice or when providing pastoral support.  

I understand that it is my duty to support a whole school safeguarding approach and 
will report any behaviour (of staff, governors, visitors, pupils or parents/carers) which 
I believe may be inappropriate or concerning in any way to the DSP / Deputy DSP. 

 

Classroom management of internet access 

I will pre-check for appropriateness all internet sites used in the classroom; this will 
include the acceptability of other material visible, however briefly, on the site.  I will 
not free-surf the internet in front of pupils. 

If I am using the internet to teach about controversial issues I will secure, on every 
occasion, approval in advance for the material I plan to use with the Educational 
Technology department 

 
User Signature 
 
I agree to follow this Acceptable Use Agreement and to support online safety in my 
work in the school.  I understand this forms part of my company/educational 
setting/organisation’s contract with the school. 

 
Signature …….………………….…………….…      Date …………………… 

Full Name …………………………………....................................................  

(Please use block capitals) 

Job Title/Role …………………………………..…………………..……………  
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Online Safety Acceptable Use Agreement Primary Pupils 

 

 My online safety rules 

 

• I will only use school IT equipment for activities agreed by school staff. 

• I will not use my personal email address or other personal accounts in 
school when doing school work. 

• I will not sign up for any online service on school devices unless this is an 
agreed part of a school project approved by my teacher and agreed by my 
parent/carer. 

• I will only open email attachments if it has been approved by a member of 
school staff in school or a parent/carer out of school. 

• In school I will only open or delete my files when told by a member of staff. 

• I will not tell anyone other than my parents/carers my passwords. I will not 
use other people’s usernames or passwords to pretend to be them online. 

• I will make sure that all online contact I make is responsible, polite and 
sensible. I will be kind and respectful at all times. 

• If I come across anything upsetting, unpleasant or nasty, or anything that 
makes me feel unsafe, I will tell my teacher or my parent/carer immediately.  

• If someone says, asks or posts about me anything upsetting, unpleasant or 
nasty, or anything that makes me feel unsafe, I will not reply. I will tell my 
teacher or my parent/carer immediately.   

• I will not give out my own or other people’s personal information, including: 
name, phone number, home address, interests, schools or clubs.  I will tell 
my teacher or parent/carer if anyone asks me online for personal 
information. 

• Uploading or sending my image (photographs, videos, live streaming) 
online puts me at risk.  I will always seek permission from my teacher or 
parent/carer if I wish to do this.  I will not take, share or upload any image of 
anyone else without their permission and also, if they are a child, without 
their parent’s/carer’s permission.  

• Even if I have permission, I will not upload any images, videos, sounds or 
words that could upset, now or in the future, any member of the school 
community, as this is cyberbullying. 
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• I understand that some people on the internet are not who they say they 
are and some people are not safe to be in contact with.  I will not arrange to 
meet someone I only know on the internet. If someone asks to meet me, I 
will not reply to them and I will tell a teacher or a parent/carer immediately. 

• I understand that everything I do or receive online can be traced now and in 
the future. I know it is important to build a good online reputation.    

• I understand that some personal devices are allowed in school and some 
are not, and I will follow the rules.  I will not assume that new devices can 
be brought into school without getting permission. 

• I will not lie about my age in order to access games, apps or social 
networks that are for older people as this will put me at risk. 

• I understand that these rules are designed to keep me safe now and in the 
future.  If I break the rules my teachers will look into it and may need to take 
action.  
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Dear Parent/Carer, 

The internet, email, mobile technologies and online resources have become an 
important part of learning and life.   We want all children to be safe and responsible 
when using any IT.  It is essential that children are aware of online risk, know how to 
stay safe and know where to go to report problems or to get help. 
 
Please read through these online safety rules with your child/ren and talk with them 
to ensure they understand their importance and what it means for them (and for 
you).  When you have done this, you both need to sign this agreement to say that 
you agree to follow the rules.  Any concerns or explanation can be discussed with Mr 
Brown – Director of Care and Wellbeing   

Please return the signed sections of this form which will be kept on record at the 
school. 

Pupil agreement 
 
Pupil name……………………………………… 
 
This agreement is to keep me safe. I have discussed this agreement with my 
parents/carers and understand the commitment I have made and my responsibilities. 
 
Pupil signature…………………………………………………………………….. 
 
Parent(s)/Carer(s) agreement 
 
Parent(s)/Carer(s) name(s)……………………………………………… 
 
I/we have discussed this agreement, which highlights the associated risks when 
accessing the internet, mobile and digital technologies, with our child/ren.  I/we agree 
to support them in following the terms of this agreement. 
 
I/we also agree not to share school related information or images online or post 
material that may bring the school or any individual within it into disrepute.  
(Rather than posting negative material online, any parent, distressed or concerned 
about an aspect of school should make immediate contact with a member of staff.  
Negative postings about the school would impact on the reputation of the whole 
school community.  Parents are encouraged to report breaches so that we can 
protect the reputation of the school, staff, pupils and parents). 
 
I/we also agree only to use personal mobile phones and devices in designated areas 
of the school unless otherwise informed, e.g. for specific events and activities.  I/we 
understand that under no circumstance should images be taken at any time on school 
premises of anyone other than our own child/ren, unless there is a pre-specified 
agreement.  I/we understand that when on school premises, but not in a designated 
area where phones can be used, they must be switched off and out of sight.  
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Parent(s)/Carer(s) agreement 
 
Parent(s)/Carer(s) name(s)………………………………………………………. 
 
 
 
 
Parent/carer signature……………………………………….. 
 
Date ………………………………………………………….… 
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Online Safety Acceptable Use Agreement - Secondary 
Pupils 

  

• I will only use school IT equipment for school purposes. 

• I will not download or install software on school IT equipment. 

• I will only log on to the school network, other school systems and resources 
using my own school user name and password. 

• I will not reveal my passwords to anyone other than a parent/carer.  

• I will not use my personal email address or other personal accounts on 
school IT equipment.  

• I will make sure that all my electronic communications are responsible and 
sensible. 

• I understand that everything I search for, access, post or receive online can 
be traced now and in the future.  My activity can be monitored and logged 
and if necessary shared with teachers, parents/carers and the police if 
necessary.  I know it is essential that I build a good online reputation.    

• I will not browse, download, upload or forward material that could be 
considered offensive or illegal.   If I accidentally come across any such 
material I will report it immediately to a member of staff if I am in school, or 
parent/carer if I am not in school. 

• I will not give out my own or others’ personal information, including: name, 
phone number, home address, interests, schools or clubs or any personal 
image.  I will report immediately any request for personal information, to a 
member of staff if I am in school or parent/carer if I am not in school. 

• I should never post photographs, videos or livestream without the permission 
of all parties involved.  

• I will not upload any images, videos, sounds or words that could upset, now 
or in the future, any member of the school community, as this is 
cyberbullying. 

• I will be respectful to everyone online; I will treat everyone the way that I 
want to be treated. I will ensure that all my online activity, both in and outside 
school, will not cause distress to anyone in the school community or bring 
the school into disrepute. 

• I will not respond to hurtful behaviour online but will report it.  I have the right 
to block and will say no to any inappropriate or upsetting request.  

• I will respect the privacy and ownership of others’ work on-line and will 
adhere to copyright at all times. 

• I will not attempt to bypass the internet filtering system in school. 

• I will not assume that new technologies can be brought into school and will 
check with staff before bringing in any device. 
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• I will not lie about my age in order to sign up for age inappropriate games, 
apps or social networks. 

• I understand that not everything I see or hear online is true, accurate or 
genuine.  I also know that some people on the internet are not who they say 
they are and may have ulterior motives for assuming another identity that will 
put me at risk.  I will gain permission from parents/carers before arranging to 
meet someone I only know on the internet.  

• I understand that these rules are designed to keep me safe now and in the 
future.  If I break the rules, teachers will investigate, I may be disciplined and 
my parents/carers may be contacted.  If I break the law the police may be 
informed. 
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Dear Parent/Carer,  

The internet, email, mobile technologies and online resources have become an 
important part of learning and life.  We want all pupils to be safe and responsible when 
using any IT.  It is essential that pupils are aware of online risk, know how to stay safe 
and know where to go to report problems and access support. 
 
Pupils are expected to read and discuss this agreement with you and then sign below to 
show they will follow the terms of the agreement.  Any concerns or explanation can be 
discussed with Mr Brown – Director of Care and Wellbeing. 

Please can you also sign and return the parent/carer agreement below. This document 
will be kept on record at the school. 

 
Pupil agreement 
 
Pupil name…………………………………………………………………………     
 
I have discussed this agreement with my parents/carers and understand the 
commitment I have made and my responsibilities. 
 
Pupil signature…………………………………………………………………….. 
 
 
Parent(s)/Carer(s) agreement 
 
Parent(s)/Carer(s) name(s)………………………………………………………. 
 
I/we have discussed this agreement, which highlights the associated risks when 
accessing the internet, mobile and digital technologies, with our child.  I/we agree to 
support them in following the terms of this agreement. 
 
I/we also agree not to share school related information or images online or to post 
material that may bring the school or any individual within it into disrepute.  
(Rather than posting negative material online, any parent, distressed or concerned about 
an aspect of school should make immediate contact with a member of staff.  Negative 
postings about the school would impact on the reputation of the whole school 
community.  Parents are encouraged to report breaches so that we can protect the 
reputation of the school, staff, pupils and parents.) 
 
I/we also agree only to use personal mobile phones and devices in designated areas of 
the school unless otherwise informed, e.g. for specific events and activities.  I/we 
understand that under no circumstance should images be taken at any time on school 
premises of anyone other than our own child/ren, unless there is a pre-specified 
agreement.   I/we understand that when on school premises but not in a designated area 
where phones can be used, they must be switched off and out of sight.  

Parent(s)/carer(s) signature(s) …………………………………..………………… 
 
Date …………………………………………………………………  
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Appendix A - Online safety policy guide - Summary of key 
parent/carer responsibilities 

The school provides online safety information for parents/carers, through the 
website, in newsletters and at events.  It is important that parents/carers understand 
their key role in supporting children to behave appropriately and keep themselves 
safe online. 

The online safety policy, supported by its acceptable use agreements, is intended to 
protect the interests and safety of the whole school community. 

• Back up media stored off-site will always be kept secure 

• Parents/carers are required to support their child in understanding and 
signing the Online Safety Acceptable Use Agreement for pupils. 

• Parents/carers may only use personal mobile phones and devices in 
designated areas of the school unless otherwise informed, e.g. for specific 
events and activities.  Under no circumstance should images be taken at any 
time on school premises that include anyone other than their own child, 
unless there is a pre-specified agreement with individuals and 
parents/carers.  When a parent/carer is on school premises but not in a 
designated area, their phone/s must be switched off and out of sight.  

• Parents/carers should not assume that pupils can bring technological 
devices to school and should always check the school policy. 

• All cyberbullying incidents affecting children in the school should be reported 
immediately.  (If the incident involves an indecent image of a child the report 
must also be made immediately to the police for your own protection.) The 
school will investigate and respond to all reported cyberbullying incidents, 
liaising with others where appropriate.  No reply should ever be sent to the 
sender/poster of cyberbullying content. If applicable block the sender and 
report abuse to the site. Evidence should be retained and shown in school 
and/or to the police.  Evidence should not be forwarded. 

• The school may choose to set up social media sites, blogs or have some 
other online presence in its own name.  Parents/carers, however, do not 
have the right to set up any site, page, chat group or any other online 
presence that uses the school name or logo in any form.  

• Any parent/carer, distressed or concerned about an aspect of school should 
make immediate contact with a member of staff rather than posting their 
concerns online.  Parents/carers should not share school related information 
or images online or post material that may bring the school or any individual 
within it into disrepute.  Negative postings about the school would impact on 
the reputation of the whole school community.  Parents/carers are 
encouraged to report breaches so that we can protect the reputation of the 
school, staff, pupils and parents/carers.  
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Appendix B - Guidance for staff on preventing and 
responding to negative comments on social media 

The school should make it clear which, if any, social media platforms are used to 
communicate with parents/carers.  If used correctly, parents can use a school’s 
social media site as a source of reliable information.  The online safety policy, see 
especially Appendix F (Online safety policy guide - Summary of key parent/carer 
responsibilities), clarifies that no other social media platforms should be set up using 
the school’s name or logo.  

The school should regularly reinforce with all parties that discussion of school issues 
on social media platforms, either positive or negative, should not take place as this 
could bring the school into disrepute and affect families and children.  Parents should 
be encouraged to be good online role models and not post statements written in 
anger or frustration.  Identified routes to raise concerns directly with the school 
should be used.  

If negative comments are posted: 

• Collect the facts 

As soon as you become aware of adverse comments relating to the school 
you need to establish what is being said.  It is essential that if you have 
access to the postings they are secured and retained together with any other 
evidence.  Do not become engaged in responding directly.  

If the allegations against a member of staff or a pupil are of a serious nature, 
these will need to be formally investigated.  This may involve the police and 
the headteacher will need to follow the school’s safeguarding procedures.  

If there is a risk of serious damage to the school reputation or the reputation 
of individual members of staff, professional legal advice should be sought.   

Adverse comments of any kind are highly demotivating and cause stress and 
anxiety.  It is important that the senior staff reassure and support all staff 
and/or other affected members of the school community. 

• Addressing negative comments and complaints 

Contact the complainants and invite them to a meeting.  In the meeting, 
make sure you have any evidence available. The meeting must: 

 Draw attention to the seriousness and impact of the actions/postings; 

 Ask for the offending remarks to be removed; 

 Explore the complainant’s grievance; 

 Agree next steps; 
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 Clarify the correct complaints procedures. 

 

If the meeting does not resolve the issue, the parents must be informed that the 
school will need to take the matter further. This may include:  

• Reporting the matter to the social network site if it breaches their rules or 
breaks the law; 

• Reporting the matter to the police if it breaks the law, e.g. if the comments 
are threatening, abusive, malicious, sexist, of a sexual nature, constitute a 
hate crime or are libellous they may well break the law.  Online harassment 
and stalking is also a crime. 

If inappropriate postings continue or the original material is not removed, a second 
meeting is advisable to re-iterate the seriousness of the matter.  
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