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The aim of this Acceptable Use Policy (AUP) is to ensure that staff and children will 
benefit from the technologies offered by Stanhope Primary School in a safe and 
effective manner.  
 
Stanhope Primary School is a professional organisation with responsibility for 
children’s safeguarding.  Therefore, it is important that our staff take all possible and 
necessary measures to protect data and information systems from infection, 
unauthorised access, damage, loss, abuse and theft.  All staff have a responsibility to 
use the school’s computer system in a professional, lawful, and ethical manner.  To 
ensure that staff are fully aware of their professional responsibilities when using 
Information Communication Technology (ICT) and the school systems, on a yearly 
basis they are asked to read and sign the statement agreeing to abide by the rules 
covering the acceptable use of social networking sites, mobile phones, digital images 
and e-mail. 
 

This is not an exhaustive list and all members of staff are reminded that ICT use 

should be consistent with the school ethos, other appropriate policies and the Law. 

 

 I understand that Information Systems and ICT include networks, data and data 

storage, online and offline communication technologies and access devices.  

Examples include: mobile phones, tablet computers, digital cameras, e-mail and 

social media sites. 

 School owned information systems must be used appropriately.  I understand that 

the Computer Misuse Act 1990 makes the following criminal offences: to gain 

unauthorised access to computer material; to gain unauthorised access to 

computer material with intent to commit or facilitate commission of further offences 

or to modify computer material without authorisation.  



 

 

 I understand that any hardware or software provided by the school for staff use can 

only be used by members of staff and only for educational use.  Use of school 

equipment or internet access for business, profit, advertising or political purposes 

is strictly forbidden. 

 To prevent unauthorised access to systems or personal data, I will not leave any 

information system unattended without first logging out or locking my login as 

appropriate.  I will not disclose my password or log anyone into my account, nor 

will I try to access someone else’s personal files.  I will use a ‘strong’ password (a 

strong password has numbers, letters and symbols. 

 I will not attempt to install any purchased or downloaded software, including 

browser toolbars, or hardware without permission from the Head Teacher.  

 I will ensure that any personal data of pupils, staff or parents is kept in accordance 

with the Data Protection Act 1988.  This means that all personal data will be 

obtained and processed fairly and lawfully, only kept for specific purposes, held no 

longer than necessary and stored privately and securely.  Any data removed from 

the school site must only be done so via a school protected memory stick.  

 I will not keep professional documents which contain school-related sensitive or 

personal information on any personal computers or devices, unless they are 

secured and encrypted.  I will take all reasonable measures to protect school 

devices in my care from unapproved access or theft.  Whilst at work, I will ensure 

my laptop is stored securely and not left on view in my classroom overnight. 

 I will ensure that when I capture or publish images and videos of others I do so 

with permission (Pupil Information must be checked).  I will never use my personal 

equipment to record these images e.g mobile phones photographs / videos of 

children should be stored on the network, not on laptops, and must never be taken 

off the school site.  Wherever these images are published, it will not be possible to 

identify by name, or other personal information, those who are featured.  Written 

permission must be sought from parents / guardians if photographs are to appear 

in newspapers. 

 I understand that all photographs taken of pupils and their families associated with 

Stanhope Primary School, both in the school and outside on visits, are the property 

of Stanhope Primary School. 

 I will ensure that all photographs will be stored on the school’s computers for one 

academic year.  After this time they will be copied onto CD/DVD and stored safely 

for a period of up to five years whilst being deleted from my computer. They will not 

be stored in personal folders. 

 I understand and agree that the school may monitor my technology use to ensure 

the safe use of digital images of pupils associated with Stanhope Primary School. 



 

 

 I will not store any personal information on the School’s computer system that is 

unrelated to school activities, such as personal photographs, music, files or 

financial information. 

 I will respect copyright and intellectual property rights.  Where work is protected by 

copyright, I will not download or distribute copies (including music and videos) 

without permission. 

 I have read and understood the school’s e-Safety policy which covers the 

requirements for safe ICT use, including using appropriate devices, safe use of 

social media websites and the supervision of pupils within the classroom and other 

working spaces. 

 My electronic communications with pupils, parents and other professionals will only 

take place via work approved communication channels e.g. via a school provided 

email address or telephone number.  I will not use my school email for personal 

messages. 

 My use of ICT and information systems will always be compatible with my 

professional role, whether using school or personal systems.  (In the case of 

teachers, this will be in line with the Teacher Professional Standards).  This 

includes the use of email, text, social media, social networking, gaming, web 

publications and any other devices or websites.  My use of ICT will not interfere 

with my work duties and will be in accordance with the school AUP and the Law. 

 I will not create, transmit, display, publish or forward any material that is likely to 

harass, cause offence, inconvenience or needless anxiety to any other person, or 

anything which could bring my professional role, the school, or the Council, into 

disrepute. 

 I will promote e-Safety with the pupils in my care and will help them to develop a 

responsible attitude to safety online, system use and to the content they access or 

create. 

 I will report all incidents of concern regarding children’s online safety to the 

school’s Designated Child Protection Officer immediately. 

 I will report any accidental access, receipt of inappropriate materials, filtering 

breaches or unsuitable websites to the ICT Co-ordinator. 

 I will not open any attachments to emails, unless the source is known and trusted, 

due to the risk of the attachment containing viruses or other harmful programmes.  

I will only use the encrypted memory stick provided by the school and always scan 

it for viruses first.  I will not attempt to bypass any filtering or security systems.  If I 

suspect a computer or system has been damaged or affected by a virus or if I have 

lost any school related documents or files, then I will report this to the ICT Co-

ordinator as soon as possible. 

 If I have any queries or questions regarding safe and professional practise online 

either in work or off site, then I will raise them with the ICT Co-ordinator. 



 

 

 I understand that my use of the information systems, internet and email may be 

monitored and recorded to ensure policy compliance. 

 

The school will exercise its right to monitor the use of information systems, including 

internet access and the interception of e-mails in order to monitor compliance with this 

Acceptable Use Policy and the School’s Data Security Policy. Where it believes 

unauthorised and / or inappropriate use of the service’s information system or 

unacceptable or inappropriate behaviour may be taking place, the school will invoke 

its disciplinary procedure.  If the school suspects that the system may be being used 

for criminal purposes or for storing unlawful text, imagery or sound, the matter will be 

brought to the attention of the relevant law enforcement organisation. 

 

 



 

 

Acceptable Use of Social Networking Sites 

 

‘Staff should be aware that when communicating via social networking sites anything 

said, shown or received could be made available, intentionally or unintentionally to a 

wider audience than originally intended.’ 

 

Stanhope Primary School Social Networking Policy 

 

Examples of social networking sites include, but are not limited to: Facebook, Twitter, 

Instagram, BBM (BlackBerry Messenger), Bebo, YouTube, blogs, chat rooms and 

instant messenger services such as MSN. 

 

I understand I should behave responsibly and professionally at all times when using 

social networking sites.  Therefore, I must follow the procedures outlined below: 

 

 I will not access social networking sites for personal use via school information 

systems (the school network or internet) or using school equipment, e.g. school 

laptops. 

 I will not interact or become “friends” with pupils on social networking sites.  I 

understand that such personal communication could be considered inappropriate 

and unprofessional. 

 I will not befriend pupils who have left the school and are under the age of 18 

years. 

 I will not post inappropriate photographs (including photographs of pupils) or 

indecent remarks, which others could deem as offensive, on any social network 

site. 

 If I receive messages on a social networking profile which I think could be from a 

pupil, I will report this immediately to the Head Teacher, who will decide upon the 

appropriate action. 

 I will not disclose, on any social networking site, any information that is confidential 

to Stanhope Primary School, the Governing Body or the Council or disclose any 

personal data or information about any individual / colleague / pupil, which may 

breach the Data Protection Act. 

 I will not make defamatory remarks about Stanhope Primary School, colleagues or 

pupils, the Governing Body or the Council or post anything that could potentially 

bring the school, Governing Body or Council into disrepute. 

 I will not disclose any confidential information relating to my employment at the 

school. 

 I understand that the school’s advice is to not interact with parents of pupils at 

Stanhope Primary School on social networking sites.  I understand instances or 



 

 

allegations of inappropriate use in relation to social networking with parents of 

pupils will be investigated and may lead to disciplinary action. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Acceptable Use of Mobile Phones 

 

 I will ensure my mobile phone is switched off or set to ‘silent’ during working 

hours. 

 I will store my mobile phone in a desk drawer, cupboard, handbag or other 

appropriate place where it is not visible to children. 

 I will not answer calls during working hours. 

 I will never – under any circumstances – use the camera on my mobile 

phone on the school premises. 

 During breaks and lunchtimes / after and before work, I will not use or answer my 

phone where there are children present.  I will also step outside or away from 

other staff when making or receiving calls. 

 I will switch my phone off during meetings.  If I am expecting an important call, I 

will inform the participants at the beginning of the meeting.  When receiving the 

call, I will discretely excuse myself from the room. 

 In the exceptional circumstance of a personal emergency / family situation 

where I may need to take an urgent call, I must seek permission from the Head 

Teacher to leave my phone turned on. (All other requirements of this policy will 

still apply). 

 Exceptions to this policy exist for the party leaders on school visits, sporting 

events, etc, on occasions when they may need to communicate with the 

Academy or parents in relation to transport, medical or other operational issues. 

 Pupils are not allowed to have mobile phones on the premises unless prior 

consent is given from the Head Teacher.  On such occasions, the phone must be 

handed in to the class teacher. 

 The school accepts no responsibility for replacing lost, stolen or damaged mobile 

phones.  Their safety and security is wholly in the hands of the owner. 

 

 

 

 

 

 

 
  



 

 

Acceptable Use of E-mail 
 

 

 I will only use my school email address for professional, work-related, 

communications. 

 When sending emails to external organisations I will compose them carefully 

and if need be check the same way an official letter would be. 

 I will never include any offensive or abusive language in my messages or any 

language which could be calculated to incite hatred against any ethnic, religious 

or other minority.  

 I will not send or forward any unsolicited promotional or advertising material, 

nor any chain letters. 

 I will not open any attachments to emails, unless the source is known and 

trusted, due to the risk of the attachment containing viruses or other harmful 

programs.   

 

 

Sanctions 
Misuse of the Internet or other technologies may result in disciplinary action at the 
discretion of the head teacher. Stanhope Primary School’s Governing Body also 
reserves the right to report any illegal activities to the appropriate authorities. 
 
 



 

 

Use of Laptops 
 
 

The laptop remains the property of the school at all times, but is loaned to staff to 
enhance their teaching.  It can be taken home for lesson planning, developing 
resources and researching information. 
 
It is not however for use of gaming, illegal music/video downloads, peer to peer 
downloads, legal music/video downloads (e.g. itunes) apart from legal downloads 
relating to teaching and learning.  You must not let other members of your family use 
the laptop for their personal use.  The laptop must be handed back if you leave your 
post at the academy. 
 
Teaching staff on maternity leave need to return laptops before beginning their leave.  
Teaching staff on long term sick leave need to return their laptops and they will be 
returned to them on recommencing work. 
 
Insurance 
The laptop remains the property of the school and as such the school is liable for its 
upkeep. 
 
The laptop is covered on the school’s premises provided reasonable security 
measures are taken.  The laptop should be locked away in a secure area if left 
unattended during the day or overnight. 
 
If taken home/off-site, the laptop will not be covered under the school’s insurance 
policy.  Staff must therefore ensure that they have adequate insurance cover if they 
intend to use their laptop off-site.   
 
Data Protection 
The school is registered under the Data Protection Act to hold personal data on staff 
and pupils.  This is extended to data stored on all computers registered to the school.  
However, if you download personal data on pupils or staff please make sure you have 
permission from the school to do so.  Whilst the data is on your laptop you have a 
legal duty to make sure it cannot be seen or altered by anyone else including other 
members of your family.  This includes times when you are connected to the internet. 
 



 

 

 

 
Stanhope Primary School 

 
Acceptable Internet Use Statement  

 
For staff, support assistants and parent helpers 

 
 
 
 
 

I have read, understood and agree to comply with the Acceptable Use Policy (covering 
the use of social networking sites, use of mobile phones, use of digital images, use of 
e-mail and the procedure to follow with regards to using school laptops at home). 
 
 
 

 
Name 
 

 

 

Signed 

 

 

 

Date 

 

 

 
 
 
 
 
 
 
 

PLEASE RETURN ACCEPTABLE INTERNET USE STATEMENT TO  
THE OFFICE 


