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Introduction  

The presence of extremist material online is growing at an alarming rate not only on 

the internet itself but also on social media platforms, as part of the Local Authorities 

duty under S26 of the Counter Terrorism & Security Act 2015 and schools duty 

under The Prevent Duty (DoE 2015) all staff have a duty to PREVENT those at risk 

of radicalisation from becoming terrorists or supporting terrorism. This duty extends 

to our responsibility online.  

Extremists find new and ingenious ways of exploiting those vulnerable, particularly in 

the online space, into their activities by using fake news amongst other activities to 

promote their message of hatred and division to encourage extremist beliefs, which 

promote violence. 

Building a young person’s resilience regarding online behaviours does not occur 

overnight and requires a combination of factors including positive parental and 

teacher online role modelling as well as appropriate adults ensuring correct 

security/filtering software and hardware updates are provided and achieved to help 

provide safety and security. 

The document is provided following the November Digital Resilience Support 

Network for Schools in Middlesbrough as a guide for schools to conduct their own 

activity to help pupils and their parents focus their attention to the online safety world 

and increase digital resilience. 

The aim is for schools to actively engage with this process on the lead up to the 

release for schools of the Groomed to Death by Gaming-the true story of the 

teenage boy Breck Bednar whom was groomed by an online predator and murdered. 

 

Activities 

Individual Group Work 

• Consider building into PSHE or ICT sessions a specific session around online 
safety with a group focus built around the Groomed through Gaming Video. 
 

This activity would be more suitable for an older group of secondary school children and is 

best completed in smaller groups where focus is on choices and ensuring young people 

know what to do and whom to turn to if something does not feel instinctively right about 

someone`s behaviour online. 

The aim of any group work should be to increase resilience so introducing online safety tools 

as part of their developing conversation as a group is vital so they do not finish the group 

without some take away skills to increase their safety. 

It is perhaps best establishing a group contract with the group first to respect each other and 

each other’s wishes as some may disclose issues they are currently or previously 

experienced online which may require the schools safeguarding approach to be activated 

whether this relates to PREVENT, Sexting, cyber bullying or another division of 

safeguarding. 
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A sensitive focused well-led group can increase children’s resilience in that it gives them the 

opportunity to have a safe space to air their concerns, dispel some myths and learn new 

resilience skills for online safety. 

Make use of the digital resilience and education pages on the Middlesbrough Council 

PREVENT pages as a signpost resource prior to your session, which has links to the UK 

Safer Internet, Childnet, The Parents Zone and other useful resources. 
https://www.middlesbrough.gov.uk/community-support-and-safety/prevent/digital-resilience-

advice-parents-and-carers 

https://www.middlesbrough.gov.uk/community-support-and-safety/prevent/prevent-

educational-resources-primary-secondary-and-post-16 

Another important factor is to steer the group to identify on alternative sources of support 

they can draw on if they are caught in such a cycle for increase resilience. 

This may include how they can report issues online to companies including YouTube, Xbox, 

Playstation, Facebook, Seeitreportit.org and the Counter Terrorism Internet Referral Unit-

again all the links can be found on the Middlesbrough Council PREVENT pages. 

A good starter for the group, once a group contract is established, is to encourage the 

groups to identify the types of risks online and what makes people vulnerable to online risk 

(this increases individual awareness and resilience) 

An Approach for Primary Schools 

As part of the Digital Resilience Network Group action plan, we want to ensure that 
topics which can sometimes be often overlooked; such as fake news, pfishing and 
critical thinking. The group has endorsed Google’s Be Internet Legends curriculum is 
a free internet safety educational resource for pupils aged 7-11 years-old.  Created 
by Google and Parent Zone; it includes PSHE accredited lesson plans and activities 
delivering important internet safety messages.  

https://parentzone.org.uk/be-internet-legends 

The curriculum pack is free to order. Please note that the packs are limited to one 
copy per KS2 teacher.  

 

November social media/Parent Broadcast text/email school letter/Webpage 

Campaign 

• Run a parent themed social media/school website awareness fortnight via 
schools social media/internet promoting parent resilience and ensuring young 
person’s new tech has appropriate filtering/security measures and 
Middlesbrough Prevent Online Awareness and CTIRU link urls 

 

To assist schools with this a selection of appropriate tweets (which can be adapted 

into Facebook posts) have been provided below complete with 12 meme images and 

a selection of URL websites you may find useful to make use of as part of a 12 days 

of Christmas Campaign with parents specifically. 

https://www.middlesbrough.gov.uk/community-support-and-safety/prevent/digital-resilience-advice-parents-and-carers
https://www.middlesbrough.gov.uk/community-support-and-safety/prevent/digital-resilience-advice-parents-and-carers
https://www.middlesbrough.gov.uk/community-support-and-safety/prevent/prevent-educational-resources-primary-secondary-and-post-16
https://www.middlesbrough.gov.uk/community-support-and-safety/prevent/prevent-educational-resources-primary-secondary-and-post-16
https://parentzone.org.uk/be-internet-legends
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Sample Tweets 

 Extremists use the online space to spread their message of hatred and 

division, let’s not accept it, if you see it report it to the CTIRU 

https://www.gov.uk/report-terrorism 

 Be a digitally resilient parent and know the risks online visit 

@childnet,@TheParentZone or @UK_SIC to get the knowledge you need, 

lets keep our online space safe 

 Foster Carer/Adoptive parent-struggling to start those difficult conversations 

around online safety @UK_SIC have produced some helpful guidance for you 

https://www.saferinternet.org.uk/advice-centre/foster-carers-and-adoptive-

parents  

 @childnet SMART guide is a good way to assess whether you and your child 

are safe online and is a good start to working together to keeping your child 

safe  

 @TheParentZone is an excellent resource to help parents by giving them 

practical advice and guidance about childrens online safety, you can also sign 

up for their free online newsletter  keeping your child safe. 

 Setting parental and filtering on your device 

https://www.saferinternet.org.uk/advice-centre/parents-and-carers/parental-

controls-offered-your-home-internet-provider 

 Keep your kids safe online this Christmas with the government's new online 

safety guide for social media 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/

attachment_data/file/490001/Social_Media_Guidance_UKCCIS_Final_18122

015.pdf.pdf 

 Time 4 a digital detox? With kids asking 4 new gadgets & tech 4 Christmas, 

we take a look @ online safety https://t.co/xcggBCUi8j 

 Make your kids more aware of online safety with a journey through "Interland" 

from Google's brilliant 'Be Internet Awesome' game 

https://beinternetlegends.withgoogle.com/en-gb/interland  

 Parents please remember that sadly predators on the internet don’t take 

Christmas off.... as your kids play with their new toys online tomorrow, remind 

them of the dangers!! #internet #safety #christmas #safeguard 

https://www.gov.uk/report-terrorism
https://www.saferinternet.org.uk/advice-centre/foster-carers-and-adoptive-parents
https://www.saferinternet.org.uk/advice-centre/foster-carers-and-adoptive-parents
https://www.saferinternet.org.uk/advice-centre/parents-and-carers/parental-controls-offered-your-home-internet-provider
https://www.saferinternet.org.uk/advice-centre/parents-and-carers/parental-controls-offered-your-home-internet-provider
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/490001/Social_Media_Guidance_UKCCIS_Final_18122015.pdf.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/490001/Social_Media_Guidance_UKCCIS_Final_18122015.pdf.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/490001/Social_Media_Guidance_UKCCIS_Final_18122015.pdf.pdf
https://t.co/xcggBCUi8j
https://beinternetlegends.withgoogle.com/en-gb/interland
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12 Days of Christmas Memes 
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• Consider a parental letter/newsletter promoting online awareness around 
online risk and include Middlesbrough Prevent Online Awareness and CTIRU 
link urls 
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Again Middlesbrough Council`s webpage for parents around digital resilience is a 

useful resource for parents https://www.middlesbrough.gov.uk/community-support-

and-safety/prevent/digital-resilience-advice-parents-and-carers 

Below are several useful specific guides you may want to include prior to the 

Christmas Break especially with Many Children getting tech` gifts for Christmas 

https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/  
A useful guide from the NSPCC 
 
https://m.independent.ie/life/family/12-chats-to-have-with-your-child-about-online-
safety-this-christmas-36433035.html 
Although an old article still very relevant to the issue and a good way for parents to 
engage with young people around digital resilience 
 
https://www.playstation.com/en-gb/get-help/playstation-safety/ 
Sony guide to ensuring PlayStation security 
https://privacy.microsoft.com/en-gb/xbox-one-privacy-and-online-safety 
Microsoft Xbox guide to ensuring security 

Promotion of the Middlesbrough Prevent and Middlesbrough Risk and 

Resilience Pages 

Both Middlesbrough Prevent and the risk and resilience team have their own twitter 

accounts which regularly promote similar material as advice to 

parents/guardians/carers/young people/teachers and the wider communities not only 

in respect to the risk online from extremism but all other online risks including 

sexting, cyber bullying and sexual exploitation risks. 

Both are a useful resource and you may find it beneficial to follow and retweet 

appropriate content from both accounts for the benefit of your schools audience. 

Middlesbrough PREVENT can be found on Twitter under @MbroPrevent 

Middlesbrough Council Risk and Resilience can be found on Twitter under 

@mbro_respect 

 

Andy Shippey 

Community Safety Officer 

PREVENT/Reducing Reoffending 

Oct 2018 
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https://www.middlesbrough.gov.uk/community-support-and-safety/prevent/digital-resilience-advice-parents-and-carers
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/
https://m.independent.ie/life/family/12-chats-to-have-with-your-child-about-online-safety-this-christmas-36433035.html
https://m.independent.ie/life/family/12-chats-to-have-with-your-child-about-online-safety-this-christmas-36433035.html
https://www.playstation.com/en-gb/get-help/playstation-safety/
https://privacy.microsoft.com/en-gb/xbox-one-privacy-and-online-safety

